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ABETRACT!

Ul sumne cireomns ianees, compoten coutolled systens can be yuile dangeious, Guoe of Lie veols used W
such situations i the construction of reliability and safety models. Four t].Tea Mdnml els are deteribed
U mondels.

Drielly: peliability Wlock diaprams, Gault trees, BMackoy models and celiabali ﬁ:lw

analogies o performance models, and e expectise of CMOG menbers could

Tlrerw wre muny
usefully applivd 1o computer

system reliability problems in addition to performance problems, This paper 15 an introduction to relizbilicy

madeling,

L. INTRODUCTION

Unreliable computer-controlled systems can kill. The following

it:-‘”:lﬁ were axtrarted frofn rétént 1ssues of Nofware Engineerig
Netes,

= "The Therar 95 lincar seeclerater is programeed
switch on command from high-intensity ¥—rap nels 10
bow-intenrity electron beam mode, To Sveid the ety ping
of lengihy commands, editing ol previous commands was
permiiy Sloppy seftware permiticd partial edliting,
rWII.]I i Ui pezuleing foomm an ndsipleie swilchove
Two deaths and ene serious injury resulied.” [1]

*  "The crash of an MDE0, Mortlwest Flight 255, killing 150
b Thelaoit va 17 Aupust 1987, had éomputer gyrbam sl
barsan boplications,  The investigation confirmed .. hat
the I'|:|I|:|5 were not 5t for takeoff... The pilot and copilas

neglected to st the thruee compoter indientar — whicl
prevented the throwle from staying o place. When the
attemped takeoll hegan, a computerioed worning systeny
shonld have announced hat the faps Tl not 1l @t
linwewer @ had ne power and femained oilent,"  Thys,
there wore two hiniuan vreors gud ane Pt faaluge, 4]

#  [orean Alr Line: fight 007 was sho down an SeRLembae
1, 1933, after straying into Soviet airspace. No one knows
mevisely what 0 oway doing shere, oy smeculacien indl-
cates that the crew may have encered coordinave dati into
Uie inertial navigation system (INS) modules ineorrectly.

+ system e triply rmlu.ndant; the craw muet enter trip
coordinates tnto each of the three modules.  This would
[T I 2] vide a.mp]u arrer cheskin i an disagrenmant
between the three sets of entries, an alann sounds. How-
ever, “though 1t i strictly againgt aitling policy 1@ do so,
at e touch of & bution e crew can Csutolopd” coordl-
e from one INS te another”  That is, the user mLec-
Tavwr meay sas licons el atbe erews comlel girmply hypase the
errar checking procedure [3].

Cse thing these examples have n common 5 that e fadsres
were syslew Cailures, The cornponents, by ol large, vaecied oul
artione for which they were deehgned. e eompenents oid
fall. twe Tailures would not have been serious wnder ordinary
riveumatanees  Howsvar onder the actual creumstances, the
failures cascaded into a system failure, and death was the vesult,

Meazuving reliabilicy is as important w coutrolliogg coumpuie
aysems a8 measnring pesformancs. Relishiling mgt he qng-
nocred into & aystem ax part of the design. Tetrofitting oeliabils
ity into soltware is harder than retrofitting  performance.

Tl wark %as petarmed under the anepicer af the 11 8 m,a.-.u.-..-,-_m af
Enesgy by Lowremce Livermors National Labarstory wider comtract Feo
W-Tu-Eng—48.

Modeling technigues exist that can assist in reliability engineer-
img.  Soltware can be built to compensate for somo types of
system failures. There are many anaiogies betwesn pErlarmanc:
vgineering and reliability engincering.

There are two main sections 10 the paper.  Section 2 provides
haekmmmnd il ghoes some classihieabons for dilferont Lypes of
faults and failores.  Section 3 deseribes some of the ing
teeligea amd tonlks thal are avalible for MeLearing amd e
chivting celiabilivy .

I peanted oot in [4] that the celinbility of a real-time syatem
cannod he Tully separated from the performance of that system.
Thin coupling is not considered here.

U BACEGUIOUNL
UL, Simd Dehoitiong
2L Basgle Calleepts

The words foult. erver, and failere have & plethora of definitions
in the literature  For this paper, 1wl v ehe follawing:

A foult i3 a deviation of the behavior of & avatcm from the
authortative specilicatiom of 114 hehavior & hardnare feul? 12 2
phyzical change in hardware that causes the system (o change
it5 feehavior i an undedirable way. A sofhmere foull is a mistake
[bug) in the code. A procedural tault consists of a mistake by &
person in earcying oot some procedure. An environmental joul!
b deviotion from capected bebavior of the world gsutside the
EmEIijET ayatem; electrir power interruption 8 an example. [§,
el

An error 3oan lncorrcct state of hordware, soltwore or data
resuliimg from a companent falure, o sofiware bug, physical
ntcafercnee from ibe covironmend, an operator mistokc, or
ménrraét desgn. An érror 16, thesalors, that part of the syitam
siate which s liable 1o lead vo falure. Upon ccourrence, & lault
crifted & fodend error, wlnch bitomes efective when it 15 activa-
ted, Jending tooa failure |7, 5. 1 wever activated, the latent
BT DEVEr Priees St iive,

A figiure ks the external manifestation of an error within a pro-
gram or data etrucsure, That s, o failure ie she external cﬁm
of the erzor, a5 seen by & (human or physical device) user, or by
anasher program (&),

208 Reliakility Moasurss

It iz best, of course, if measures can be given in quantifiable
ters, We shall wee e followiege:

The vetobdity, N8, of a device o siw:m it Lhe coslitiooal
rﬁmb;lbi.lll.y ihat the devee or system has suevived the inteeval

. f], given thai it was operating at time 0 [7, £]. Reliability is
u!:.él]l gvén i terms of the hﬂu:& raie, Ir. 8 d



Al = - d i Fe(e)

ur U miean fivie Lo feslere,
Ry &
mitf =
I
If the failure rate is constant, méff= 1/A,

The avadability, Alf), of a device or system ls the probability
that the dewvire nr system i2 operational at the wm#tanl of time
[¥. .5||_ For nonrepalirable systems, availabilivy apd reliabilivy ae
equal  Far rapaarable systems, they are not,

The mainfainability, M), of a deviee or system 15 the condi-
tipmal probabbty that Lhe deviee or systeem wl:!l L el L
uperilivaal effectivensss by time & given that 1t war not func-
tinning, at time 0. Maintainability is often given in terms of the

re e ke,
a h!] = E i)
.Im:i.:l = 1 '

The .m{:'ty, Sy, of a deviee or nmam ig the conditional proha-
ity that 1he devids oF Zyewem me geounbensl & calasiioe
phit faflure by time ¢ given that there was no catastrophic
{ailonre at tame 0.

Unfortonatély, the 1erm refabiity hus Lol o specilc aod a
hropgd meaviog.  The specific I'l-'l-!lniné i3 gIven earlier in I'-|-_'|LB
section. The Droader wse i3 a3 a general term for (specific) relia-
hilitw, availability, maintainsbility and salety. a8 dafined ahave.
Which is meant should be clear from context.

*2 Ulassification of Faults and Fallyres

Famles and fallures can be elosyilml o @ vaeidy of ways.  This
becomnes impostant in the context of modeling, since different
laszen of facls and [ailose "ﬁj reyuire different modeling
technigues. Here, we list several classifications; see [9] lor &
mitre cetripbieie discussio,
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Faults can be classified by theis ?miatmce and their source. A
fanle 1z 3 design feult i it ean only be corrected by redesign; an
operalional el i i3 results from the breakage of a properly
designed portion of the system; and & transiend fault i it i3
e ttent.

Faults can cecur in meny placee:  hardware, coftware, dada,
svetem siructure (topology], user |OpErator, end gser, equip-
1|,|,r_'r|1,|__ 1:[|'rin;‘;-||.f|'||:“nl'.ljl,l.| ar IJI!I|I:I'.'IIJ'I|'|'11.
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Fallures can be elassificd by their scope and their effect on
safety. A failife 15 called frtermal if fv can be eotirely contained
within the device or proces in which it vocurned; dveled U de
edfert temains within the immediate device or procsss, but some
ather diviee or process is necessary to fully resolve the fallure;
andd pervasive, Gtherwise,

The effect a lailuce may bave on safely can vary (rom nomne 1o
rotal, AL one extreme, some failores hawe no efferd on safety
vwharever: o fuilure vl B Compueie "E,a.m.e i an arcude i an exene
ple. At ihe ether extreme, the failure af a flight control oom-
perrer can e desdly.

2.3, Phass of Reliability Eogineering

Anderson [10] and Lapeie [5] point out that the reliability of &
LTI e 'L E!Fm 1% HFE:“TMLJHEOM Lhrese dl"FTFIIt ]:-hi.'lﬂ F“‘gtu.
we try to keep fanits out of tbhe system. Second, since some
faulns will esespe this eifort, we try io wentify and elimiibate
theme, Finally, since nejiner design nor west is perfect, and since
woipne mew Failures will oecor during operation due to eperational
fanlts. we attempt to cope with them onee they appear. There
i a uselinl analopy here to the security of (say) a bank. We try
to keen (modl TobbCr out, Shop shooe that get in the deor, and
povover the Loot from those that get away.

Fault Avoidanoce is concerned with keeping faults out of the
system In the firse place. It will inwvalve selecting techmiques
amd technologies which will help eliminate {aults during the
Analyels, design and implement of & syseem, This includes
such acliviches as U selectivo of bigh quadity relisble hardwan:
and the use of formal conservative system design tactics,

Fault Removal techniques are necessary to eliminate any faults

which have survived the fault aveidance phass. Testing is the
0sual Lechnigque,

Fuult Tobeaonee ie e lapd lipe of defeupe. Tle joteat s w
incorporate techpiques that permit the syatem 1o detect faults
and avoad [ailures, or W detect Taulls aod pecover Do Ll resnl=
ting errors, or to at least warn the wser that errors exist in the
system,

Unece a failure has been detected, both the error that was the
immediate ranse of the tailure and the nnderlying fanlt mnst he
repaired, From the software EI:IFIIIEE‘IiI:Ig standpoint, the first of
these s the most important. (4 eourss, nothing can be done by
the software to overcome some types of falures (such as fire,
finod, or power failure); other techniques soch as hieally
diztributed lewely coupled ayatems and unintertuptible power
supplies may be required.

Thiz entire 10pic i5 considered at greater length in the references
civen carly in the section.

3. RELIABILITY MODELS

The primary modeling technigue for performance problems is, of
course, the gqueusing retwork modal, T alyo uae
varieties of Petri nets. When considering reliability, availability
and safety, howaver, & wider variely of models is peeded, There
are two major reasons for Wi differences o kiod aod o dl!illﬁ
among reliability, availability and safety; and differences in kind
wpdl degrese gpnong U sacieiies of faglis, The operalional relia-
bility of 4 nonrepairable system 8 much easier to model than
ihe g ational availability of a repairable system, for r..umg]e.
Operational faults in general require different techniques than
esign faulls, Reliability and availability, on the one hand, can
e contrasted with safety, on the oiher.

There are, of eonrse, many averlaps in modeling bechnbageses ag
well as many differences. Consequently, the needs to be
farniliar with several techniques.  Four are deseribed here
reliability Ubock aliagraoas, fall feees, Maker wodels, sal
relinhility prowth madels.  The descriptions are necessarily
sirnplified to fit within the confines of this paper

Meliability modeling gleucr.ﬂlr requires computer ssaistance, juat
as Lhe simulation ol queusing network models 13 hest pot
attempted by hand.  Several modeling p 1 are mentioned
a3 tllustrative of Lthe varows tcchniques.  Mention of s product
shall not be considered as any form of endorsement.

3.1. Feliability Block Diagramg

Reliabilivy Bluck diagrames ae sasy W cosstruct aod analye,
and are completely uate for many cased involving the opera-
tional reliahility of simple oystemn references [L1 or 19 for
& more complete discossion. We consider a system & composed
of & componenty &, €, ..., €y Bach ncot will continoe 1o
operate until it fails; r?air 18 ool carried out, The guestion is:
what ia the relinbility of the entire gysiem?

Let us suppose that component &) has constant failure rate A;
and, uherefora, & meef of 1/4;). JTDE-' railability of Lhe eompo-
nent at time £ given by Kj(f] = & L eeample, a com-
parter system might consise of a CT) with fadlire vabe 23 ([w
thousand howurs), a memory with fallure rate 17, & communica-
tion line with failure rate .65 and an apﬁ‘l!i.ctl.inu program with
fallure rate (11, For these components, the mean time to falure
ig, reepectively, 6 manthe, 8 months, 2 montho and 12 montha,



In the reliability block diagram, blocks re t components,
Thaese wee conpecbed logether Lo epressnt lailure depepdencies,
If the failure of any of a 86t of components will cause the system
W fiail, & sevies voonection is appropriate, IF the system will fail
only I all componenta fail, a parallel connection 18 appropriats.
More complex topologies are also possible,

In our example, this system will fail if any of the components

fail. Hence, a series solution 18 appropriate, Az ghown in Figure
1.

_._1 ml_}—| Iemr:.- H 11'??-,,' thrla.n"
iy.x 10

B .11

Flgure 1. Reliabliviy Block Diagram
af a Simple Spetem

The failure rage for o series sysvem s osgoal o che somm of e
"a:l.ilul.e sates of Lhe RPN EH

‘e = XA

1=1

Foo e emangele, the faileee sste i8 D16 per thousond luuie,
giving s mttf of 840 hoorg (115 months]  Natios than this ig

significantly smaller than the miif for ibe least relizble compe-
nent, the communication line.

Il labluie rale oo a pasallel syatemn & moce conples:
m
1 - 34
s =Y
Considening enly the communication line, suppose we duplex oo

iriplex this. Commuonication lne failure eates are now £8 34

and .23, respectively, {irld]nﬁ}é‘mttf of  months. 4 mooths and
& months. The reliability b diagram for just the communi-
cation lint porticn is shown in Figure 2.

onn.
line

Figuwe 2. Feliwbility Bivek Dingram o) Singe,
plez, and Tripler Communtcabion Line

IT we now insers the duplex communication line into the original
sverarm reliability block duageam, we have Figure 3

This improsves Use [ailure vate b &5 ey Uwousand hours, for 2
meth of 1.6 monthe. Triplexing the communication line gives &
failure rate of .74 per thousand hours, improving the mttf to
1.K% maonths.

Tppln
Progran

Figura 3. Heluability Block Do
n Sirnple EWIHH:TI.I.I'iﬂt ] rrei

Communicalion Line

mef

The conferting Unes in o rellaelity block disgram pelect il
dependencica, not any form of information tranefer [although
these are sometines the same). The last diagram is interpretid
o mrean "ailure of the system wall occur I the CPTI fails, if the
memory fails, if both communication lines fail, or if the applica-
tion program faile." Failures in real systems are sometimes
TIGTE COITY than can L sl by sioply buildicg up
diagrams frem siries and pacallel parts, Figure 4 gives sn exam-
pla

1L

Figure 4. Relinhility Hlock Magram that
Caimel e Conatructed from Serial
and Parallel Paris

Anglysia of & reliability bloek duiapram 12, in Uhe most general
mmf ratler mplu.lilm'er. ﬁhe aph can be constructsd
fromn series and parallel components, the solution is quite easy.
Saluer |1:; describes & program, SPADE, thot can solve such
pp;nbh:.lml; ficiently

The advant of the reliability block diagram are lis simplic-
ity and the fart that failure rates can frequently be calrlated
rather simply. A simple techoique, of cours, i applicable only
i simple forms of reality. Severe limitatinns are the assumpe
tiond that failures of components are statistically independent
and that failure rates are constant over time. Complex nonre-
phirable systema are better analyzed wsing x fanlt tres, while
ani;{]m ol repurable systems requires the use of a Markov
moael,

1.2, Fault Tree Models

The use of fault tree models has developed out of the mussiles,
space and nuclear power industnes. Retent intredoctions can
be found in [12 and 14).

O Urepins Ly selecting an undesirable event, such as the failure
of the computer eystom. In more comples eysleme that uee
num?ut.erﬁ a3 subsystems, the failure could involve portions of
the larger systern ae well: meltdown of the reacior, imenrrect
targeling of a missile, failure of the environmental control of a
gpace capanle and the lile

The fault tree iz deweioped hy aneeessively hreaking down events
into bowerslevel svents that generate the npper level svent; the
iree i3 an extended form of and-or tree, See Figare 5.

This diagram means that eveni E1 occurs only if both of events
EZ apd ES wecur.  E? can ooew iF et ol E4 v ES oeeur.
Event B will cccur i any two of BE, BY and B8 ccow. Faulu
trees are generally constructed wsing AND, OR and R-of-N
rombinalnng.

The fault irée 1 expanded “downwards" uniil eweniz are
) whose puobabiliby can be given directly,  Note the
assumption that the occurrence of the events at the bottom of



b,
L d o

Figure . Srmple foult Tree

the tree are mutually independent. In many cases, the actual
probabliities of thess wnals aw estimated {or simply gucascdl;
this iz particularly true if they human failures, uncon-
trollable external evenls aud Lhe like, Note that, in gencral, she
same evenl may scew several times at khe loweat lovel, if ik ghh

comtribute to the main failure in several ways.

The fault tree can be evaluated from bottom to top. Congider
she teen shown in F]EUTF 6, in which e lowest devel événls are

notl replicaled.  Suppose pj{:]- depotes the probvability thal evend
!-'} will preur by timé £ a6d we wizsh wo evaluaie an AND oode.

Ti] .“']‘.”‘

and

ny(f) (7]
Fleurs 6. JAnd Vede Evalvaeian m 2 Fault Treg

._-_' Fa_{i;'

Hara, pll:tfl - pz[t] F.JH.'I: prehabilities at ANT nodar maltiply.
[f we have an Ol node, a2 shown in Figure 7, we have pl[!} =1
-kl - :I-'EH!] nl - P:_IH]]- Creneralization w AND and O nodes

with mbre than two événtd should be clear. An H=of=N pade
reprasents & Boolsan combimation of ANL and UH nodes, 8o i3
evaluation is straightforward. though tedious.

pyle)
py(t) [T [E3] polt)

Figure 7. (O Node Evaluation in a Feall Tree

lelability block diagrams and faule irees represent the zame
lome, &0 théw can be converied from one foem o Lhe ather
Which o choose for an actual problem is & matter of conven-
e,

Then, why was the block diapram analyzed in terms of failire
rates and mibl, while the fault tree was anelyzed in terms of
probability of failore? These are, of course, conpected, so the

{where A i3 the falure rate of the
Comipanent |

mitf — +

RI:- I] E'-'l':
Rit) = 1-pl(t)

In practice, famlt trees tend to bave thousands of basie events,
and replication of basic events b common.  Analysia of such o
iree requires computer assistance. You will not be surprised to
learn that such progroma arc available, For cxomple, Foo Pﬁ]
esdnibes & puograim callid PAFT P17 Lkat caltulated U failud
mee for the top (and all intermediate) nodes of o foult trec
manth A% dddrrihied 17 Lhid ARG,

SO TinOF generalizations of reliability biock diagrams and
fault trecs are possible; in particular, common cause failunes
[events that canse several nts to fail} can be handled
with some difficelty. Such are beyond the eeope of thie intre-

ductory paper.
3.3. Markov Models

Markov models are used In performance analysls 10 caprure ihe
e of evelem state, and & probabilistic transition between
BLATRE heme madelz are nzad In raliskiiey smalyez for the
same peasons, Here, the state represents koowledge of which
compoments aee operational and which are being repalrsd (if
anyj. See [12] tor a more complete introduetion.

Sernightlorward block diagram models and fault tree models can
be evaluated using Boolean alpebra. as described in the last two
snckigne,  More complex models are generally translated into
Markoy models ficst. Systems whose componenis are repairable,
anid gystame whare componant fallures have intoractions, are
wnally moodeled direcily by Markov modets, wich cyeles. A
numbar of sxamplas ara given hare,

Throughoot this SEttluu we consider a system & with compo-
iy T, Ta, L. l.I1l_14.- iy e omore than one instance of
i mmm m]:-meul.lé, has constant failure rate Aj and
UpnELANL IRDATE e

Let us begin with a systemn which contains three CPUs. Ouly
ane (2 required for operation; the other two provide redundanes.
ome repair station is available, so even if more than one
P 5 doven, repairs happen one at a time. I state kis uaed 1o
;;_u:,aul “k CPUs ame operating,” the Markov model is shown in
i B

a4 A A
7 N o N
Ck , K®M _ KGH . f@

Fignre &, A Simple Markon Widel nf o
System wnlh Three CPLM s

This luy & stiking vesswblamce W perlvogoe ok of g
single gueus with three servers and limited quous else and can
be solved in the same way 1o yield the probabilities of being in
aach of the four piates interpratation is that the system iz
operational excepl in state (.

Fow, suppose we add twoe memorkes o the sysiem.  Fallure
rates are Ao snd Ay for the OP1s and memories respartivaly
and glmllar natation s wsed for repaic r.m": W ouae a label o
"kJ* for states, meaning "k CPUs and [ memories are operi-
tioaal.” The Fyatemn 1 operationnd exoopt inootatca 00", 'I:I i
and “30." The didgram i given in Figure 9,



Figure 9. Markov Model of a System with
CPINg and Memories

iy pemsible b odel Lhe case where fuilure rascs vary
Egélﬁ céﬁ:uﬂgmm. In our first example (with 3 CPUs). Lk
might happen that each CPU has a failure rote of & when all
whree are available, A il lwo are available and A" of oftily one i
available. This might reflect a situation where the load is
shared among &)1 operational CPlls; increased load Chilses an
increased failure rate for some reason: A < A < A" The dia-

genrn i modified s shewa in Figre 10.

33 5‘1' JII
ST NATT Ny S
ﬁ}'\ f"@‘\ - .-""'@"\ - _-""@
e

Figure 10. Simple Martor Model with
Varying Faidure Rales

Tt was polnted out ai (4] (st fallure rage in compniiere syaiems
vary over time. In particular, failures tend to be more frequent
immediately after prévenive maintenay; aller this transition
period, the failure rate will -rel;urlln EE: the normal valee 1L'a.r_|.£
aent {ailures fodquéntly Bhow & sitnilar pablein. o MEmMoTy ol
will show puw rﬁum for months; then, o day with hundreds of
pransient faults will cocur; the next day, the situation is back o
normal, rven thaigh o repair was dope = Such situations cannol
be modeled with rellability block diagrams or fault trees, but
can easily b gd using Markov chaine. The néxt &dample
ghaws four States, modeling the pemmny pooblem. State 1 i the
normal cperational state and state 0 represents & “hard”
momory [wiluw.  The [ailure rate frmm atnbe 1 in A and the
memory repair rate from state 0 iz o

There is, however, a (very small) chance of changing 1o state 3,
where [equenl Liansient memory cifora arc poegible.  Onoe
there, memory faults ocour with rake A' == L. Sined these ane
transient, "repair” happens very rapidly (within milliseconds, or
fastar)  Fuventually, the system ce1LERS to s1ate 1 and wonmalil
resumes.  Note that failures can also oocur in siate 3;
have asenmed that the process of repalring these will alaul the

tod of transient erioa, 8o 1 have made & transition to state 0
(ithier models are possible, of course, See Figure 11,

rd Sy ‘\@
I o N
? ¥
A H
1
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Figurs 11. Marker Medel of a Simpls
Systemr with Trunsien! Foifures

ic 15 easy 1o see that A compuer system with thousands of com-
ponents (hardware, software, users and #0 on) can lead to very
complex modals.  Indesd, Markoy modale with tene 1o hondrede
of thousands of states are not woknown. Obviouwsly, solvin

such & large problam requires semputer sesiztance, Many Ellrﬁ
programs have been developed: the following hst of recently
davalopad raliability evaluation syetams is incomplate.

«  ARIES Gl (the Autematad Raliability Intaraciive Estima-
Livier Syslirn) wos cleveloppsl ol TICTA o 1981 Spe [16] »
list GEI reliabulity evaloation tools developed during the
1970 v eonlgimsl in Whis reler e,

v CAST (the Complenmmuiary Analyuiv-Binylative  Toel-
niqua) was developed for uga in Judaing ehe fault telerance
of the shuttleorbiter data processing svstem [17]. The
undarlying maodeling ﬂl‘-#h‘r:i%y i apparently & special casa
of ARITES, but with some useful additional capabilities.

* SAVE [the 51:'{‘-.!-1.:111 Availabrility Esvimata ] was devedopead
al the TRM Watson Research Center [18] 10 solve availa-
hility and reliahility moodels.

«  CANRE I (Computer-Aided Teliability Csthmation pus
gram) was ceveloped by Haytheon and others under oon-
tract bo MASA fn 1965 (18] It represencs an advanoe ove
tha earbar systarns, and remaime m active development by

NASH.

« HARF (the Hybrid Automated Relability Predictor],
developed al Dukd Universily for NASA (2], reprearmis &
major advance, It decomposes a wodel oo e Gaelcooer-
rence/ repair model and a fault) error-handling nedel
The latter includes solution methods by versions of CATID
I, ARIES, stochastic Petri nets, and others,

« SHARPE (the Symbolic Hierarchical Automated Reliakil-
ity and Pecformamere Evaluain) i & seeul developoen)
that divides a gwedel ioto a blerarchy of models, and per-
mits different kinds of muodels at different levels (28]
Soven model tvpes are sllowad: warleties of relishility
bock diaprams, fault trees, Markov chains, amd directed

graghs
T4, Reliabitity Crowth Models

Tl previous types of models all implicathy assome that (he
B¥SLEIL ].l!']l!lll!, mrdebed doesn't change.  If, for example, we
C the failure rate of a compoment {by replacing it with a
pew moded), e reliability model must be re=evaluated.

That's OK for systems whose components remain wnchangs for
long perinds of time, sn sufficient faalks neeoe o Qﬁr‘mir A lailurs
rate to be determined. But, what about software?

To begin with, soltware aml bardware faults are different n
kind A= a gereral rule, all hardware fanlts that we users see
are operational or transicol o netarc, Al epplication sofiware
fanlis, on the other band, are design faults. When & svetem
failure i3 ecnccd to0 o cofiware fault (bug), the seftware is
repaired (the bug s fixed). In a sense, we now have & new pro-



gram — certainly, the failure rate has changed. As a conse-
quénce, there are monerally te few faulls ju s program LW permit
a failure rate to be caleulated before the program s changed.

To be more precise: Ted us assume we have & software syatem T
Failures accor &t times &, fa, .., fo. After each failure, the fault
that coased t.hr.-ﬁf:ll%re Ey bal:i;imcl;htl:u.imi]me is aﬂnequpnrpﬁ.f
programs T = Ta, T, By, ..., Do, where T represents a modifi-
cation of Wieyy 1 £ 52 ® {1f the bug couldn't he faund hedars
another failore oocirs, it oould happen that 3 = Pj.y.)

A rechrigue was develupol several decades ago in the scoipace
industey for mpdejhm hardware :rn-]i:hihl].' danri design and
bl Suel s wmdel G5 called a J'I:J'iubﬂ'iig Orowth Model, A
component s tested for & period of time, during which tailures
poout,  These failures lead to modifications to the dosign ar
ranufaciure of the component; the new vérdicn thef gocs BAIK
into test. This cyele i3 continwed until design objectives are
ed. A mindification of thi tethingis 268ma8 th wark quite wail
in modeling software (which, in a sense, never leaves the test
phasie].

Fignre 12 shows some typical failore data, taken from [22, p.
05|, of & progrem runoing in & ueer environment. In spite nf
the random fluctustions shown by the data (doss in the figure),
it scems clear that the program is Eﬂlmﬁ_ better — the bHime
between failures appears Lo be igcreasing. This is confirmed by
the solid curve, showing & five point moving average

A reliahillty prowth modél tan be Used o8 duta such as shown i
ke fguee e paedict future failare raves from pasi avior of
the pengram, even when Lhe program is continually changing as
buge are feed. There are at least three important applications
of an estimate of future failure rates:

+« Az a general rule, the testing phase of a software project

coneiniss anell persunngl or money are exhawsted. Thiy is

nok emactly e suienLific wiay o deleris when Lo Elurp

testing, Ag an alternative, testing can continue wntil the

radicted future failure rate decreased 1o a level tp-H:I-

ied before testing begins, Indeed, this was an original

mativation for the deeelopment of reliability pgrowtl
Iels.

VWheen weend for Wiy purpuse, iu o bogeaclaot b pobe Lhot
the teiting environment iz generally quite different from
Ll pronduetion euvicomoment,  Since Lesting s intended w
force [ailures, the failure rare predicted during testing
slwould I much ligler than the actual [ailure rabe that
will b= seen i prodiectiver.

# Once into production, the failure rate can be monitored.
Moet software 16 maintained and "enhanced" during its
lifetime; monltoring fallure rates can be wsed 1o Ju the
quality of such efforts. The process of modifying software
imavitably perourhe tha prRogram's srrucaurs.  Eventuslly,
thiz decresses quality to the point that failures oceur
fagier than thev can be flvad. Mmlr.g:-rlni the fallure rate
over time can help determine this point, in time for man-
agermat o nuke plany wo replave the proeram,

w Sm:np types of rlea] world systems have (or onght to have)
geriet logal requiretnents on failure rater. Muclear reactes
control SI\;‘:tEma are an example. If & comtrol system is

t af the larger sysiem, the failore rate for the entire
systezm will require koowledge of the fallure rae of the
compnter poariion

A wvariety of reliability growth models have been deweloped.
These vary according to the basic assumptions of the specific
mipdel; tor example, the funclional form of the failure intensity.
Choice of & specific modsl will l:leF-en:L of course, on the parcicy-
lor abjociives of the modeling ctfort.  Unco this i3 done, and
failure data s collected owver time, the model can be wsed
raltnlate & poant Or 1nterval estimate of the failuee eate 'his =
done perniodically; say, after every tenth fallure,

The migival reliabilivy prowil uxadel propused by Dusoe in
1964 suggests that the [a.i?m rate at time ! can be given as Al{)

=af . [23). Knowing the times r that the first m failures
occur permite maxiomum Dkelilood estimates of o oamd 3w b
caleulated:

= m%E lnfr /¢
=1
a0 = m,n'ti

Healy pointed oul that the Duane model 15 sensitive o early
talurag, and sugeested & recoraive procadura:

T = .25[t1+!2+r3+z4]

T = (L-w) 7, , + wity, —t 1]I fr s 4,
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yvielding an estimate of the fallure rate as
.'l.{.!m] -1/ Ve
Healy peoomimends a weight of w= 25,
Lsing these twen methods of calenlating a fallure rate (there wre

arbers) on the data of Figure 12 gives the following estimates of
failure rate:
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R«'-FLwIﬂrE "?'iﬁg};i_l}' :‘I‘I-ﬂliﬂ]ﬂ art not 03 mature as the ot

Modeld desCiiled o Lhis paper. They da appoar very promisi

and the need iz oerl:,a.ml}"gr-m. It appears that the models r.;'ft'
ar ame

hove been develo Hl w
bt dhdw”l;':i N Bl Witith using as part of the

Diffeent kimlz of models can Lo wsed Lo solve pais of a la
problern For examples, 5 comples problem inl.u;nluin& lE‘PajTib &
anl nowrepais ke cooepreen s mighe e ool wsiog 2 baes
kov technigue. The nonrepairable portion, which could look like
Figure J, might consist of a submodel analyzed by a m]iabililhv
black diagram. U'be application program partion of that could,
in turn, be modeled by a reliability growth model, This wse of
combinatione of modeling techniques 8 & powerful methed of
analysis.

4. CONCLUSION

CMG & “uriented wward practical..uses of computer perfor-
manee. . Sn, why thiz paper on reliahility? The twa sets of
problams ate becoming increaringly interiwined, sspecially io
real {ime svsiems transaction processing systems. L
members have great experience in practical problems involving
performance - collection, evaluation and analysis of measure
ment data, construction amd evaloation of models, reabworld
problems coat, manpower, schedule and similar considera-
tions; and the necessity of edecating managers, users and fellow
computer profassionals.  All of these issues arlse as well in pro-
blems involving reliability and safesy. It is myv expectation that
many af o will find yovrselves involved in reliability problerms
in coming yvears, and that your practical }II:IEIWIME'E can g;‘en.tl}'
nsaich in -,-uh-'mﬁ them
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